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1. iil‘mmé System --> Routing --> group Wagei19 new group AU
- 1138319 Group d43U Load balancing : 1519¥A83N158519 Group @115U Load balancing
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System: Gateways: Edit gateway SE]
Edit gateway entry
Group Name [\, LoadBalancing
Group Name
Gateway Priority Tier 1 [+ | WANGW - Coporate

Tier 1| v | OPT1GW - Broadband

Link Priority

The priority selected here defines in what order failover and balancing of links will be done. Multiple links of the same
priority will balance connections until all links in the prionity will be exhausted. If all links in a priority level are exhausted
we will use the next available link(s) in the next priority level.

Trigger Level Packet Loss =]
When to trigger exclusion of a member

Description [\ Load Balancing
You may enter a description here for your reference (not parsed).

-~ 1138319 Group @3 Failover : 1519¥A83N158319 group @15V Failover 97147 2 group
Wufe group wilalunis failover 910 WANT lugis WAN2 (OPT1) (idle WAN1 1in down
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System: Gateways: Edit gateway (S X 2]
Group Name [, Wan1FailoverWAN2
Group Name
Gateway Priority Tier 1|~ | WANGW - Coporate

Tier 2 v | OPT1GW - Broadband

Link Priority

The priority selected here defines in what order failover and balancing of links will be done. Multiple links of the same
priority will balance connections until all links in the priority will be exhausted. If all links in a priority level are exhausted
we will use the next available link(s) in the next priority level.

Trigger Level Packet Loss
When to trigger exclusion of a member

Description [, WAN1 failover to WAN2
You may enter a description here for your reference (not parsed).

Save Cancel |

System: Gateways: Edit gateway © 9]
Group Name [\, Wan2FailoverWAN1
Group Name
Gateway Priority Tier 2[ | WANGW - Coporate

Tier 1|+ | OPT1GW - Broadband

Link Priority

The priority selected here defines in what order failover and balancing of links will be done. Multiple links of the same
priority will balance connections until all links in the priority will be exhausted. If all links in a priority level are exhausted
we will use the next available link(s) in the next priority level.

Trigger Level Member Down
When to trigger exclusion of a member

Description [S, wan2 failover to WAN1
You may enter a description here for your reference (not parsed).

save
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System: Gateway Groups 90
| Gateways | Routes (=S

Group Name Gateways Priority

LoadBalancing gﬁA}l‘igﬂ{n E:: i Load Balandng

Wan1FailoverWAN2 é‘:ﬂgﬁ.x E:: ; WAN failover to WAN2

Wan2FailoverWAN1 é"\,‘n",'jg";l I:: i WAN? failover to WAN1

2. lUllary System —> Routing titeviin1sufly Gateway ¥0s WAN1 wag WAN2 Taglidndeyalu
o3 Alternative monitor IP Fuu IP flegdnluarnia3otne WAN1/WAN2 Tideiioliiteld
dusuldneuiiv ICMP ping &slunily IP My Gateway 1313 2 WAN fagu



System: Gateways ©0e

] 1he changes have been applied successfully.

S Routes | Groups

Name Interface Gateway Monitor IP [
2 a 0y

wanGw WAN 202.129.16.1 202.129.16.1 Coporate wllx

(default) L'E
q Ly

OPT1GW OPT1 110.77.128.129 110.77.128.129 Broadband k"l'%

=
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w309199214 IP 993 OpenDNS Aegudnlufle (uslumsndmasld IP Address venaus)

System: Gateways ©0

PR e | Grows

Name Interface Gateway Monitor IP

WANGW "

(default) WAN 202.129.16.1 208.67.222.222 Coporate
OPTIGW 0PT1 110.77.128.129 208.67.220.220 Broadband

VlAEL0LER advanced setting LilalinALinANEY weight (Heain1sld balancing
connection 71l speed FN9) | Latency and Packet Loss thresholds, and Down time for

the alarm to fire. sgU

Advanced
Weight 1

Weight for this gateway when used in a Gateway Group.
Lat:
r mlll From [, To [,

These define the low and high water marks for latency in milliseconds.
PI Iml I'Iossl From | %, To |y

These define the low and high water marks for packet loss in %.
Frequency Probe R

Thié defines how often that an icmp probe will be sent in seconds. Default is 1.

NOTE: The quality graph is averaged over seconds, not intervals, so as the frequency
probe is increased the accuracy of the quality graph is decreased.

b}
This defines the number of bad probes before the alarm will fire. Default is 10.

NOTE: The total time before a gateway is down is the product of the Frequency Probe and the Down fields. By default
this is 1¥10=10 seconds.

U7 Firewall —> rule —> LAN wiawdinen rule 1w direct outbound traffic U8 cateway
group Va3 Fuduns Activating n1591 Load balance uay Failover lngazdiosadns rule
d195U LAN 97971 3 Rule wagisssainuanuanasy (priority) il

—- Rule d1%U Load Balancing (fwundn Gateway 7 Advanced features i

LoadBalancing)



- Rule d%5uns Failover 311 WANT TUfls WAN2 (Amunan Gateway 7 Advanced
features tu Wan1Failoverwan2)

— Rule d1w¥un1s Failover 910 WAN2 TUS1 WANT (fruunen Gateway 71 Advanced features
\Ju Wan2Failoverwan1)
(aguladaguasu)
Firewall: Rules

 Floating | wan RO 0PT1 | PPTP VPN | 1Psec | OpenvPn |

ID Proto  Source Port  Destination Port  Gateway Queue  Schedule  Description
> - . . LAN Address 80 - - Anti-Lockout
22 Rule
> - LAN net - - * LoadBalancing none
[}
> = LAN net - . . Wan1FailoverWAN2 | none
(=)
> ® LAN net ® = . Wan2FailoverWAN1 | none
.

4. DNS uag Load Balancing
11J17'1'L3J13 System --> General Settings wavaadlvikulainnuilegetoy 1 DNS dwsuusiag ISP
(ustaz WAN) suilifunisilisuladndsdl DNS service lunselit WAN sulasunilafia down
Ae199dludondn static route dmsuusiaz DNS server viudeus DNS Server vasnauiu
WAN1/WAN2 IP address

DNS servers
DNS Server Use gateway
[%, 8.8.8.38 vian [=]
[\, 208.67.222.222 P [¥]
N Nooe [ 7]
f\. None []

Enter IP addresses to by used by the system for DNS resolution.These are also used for the DHCP service, DNS
forwarder and for PPTP VPN dients.

In addition, optionally select the gateway for each DNS server. When using multiple WAN connections there should
be at least one unique DNS server per gateway.

[ Allow DNS server list to be overridden by DHCP/PPP on WAN
If this option is set, pfSense will use DNS servers assigned by a DHCP/PPP server on WAN for its own purposes
(including the DNS forwarder). However, they will not be assigned to DHCP and PPTP VPN dlients.

|| Do not use the DNS Forwarder as a DNS server for the firewall

By default localhost (127.0.0.1) will be used as the first DNS server where the DNS forwarder is enabled, so
system can use the DNS forwarder to perform lookups. Checking this box omits localhost from the list of DNS
servers.

5. qmﬁwdﬁmwaau Gateway groups i Status-->Gateways Foaler Gateway/Gateway Groups
sy
Status: Gateways 2]

Gateways

Name Gateway Monitor RTT Loss Status Description

WANGW 202.129.16.1 202.129.16.1 0.816ms 0.0% Online Coporate
OPTIGW 110.77.128.129 | 110.77.128.129 0.576ms 0.0% Online Broadband




Status: Gateway Groups 1]
[ Gateways ISP

Group Name Gateways
Tier 1 Tier 2
Wan1FailoverWAN2 WANGW, Online WAN1 failover to WAN2
OPT1GW, Gathering data
Tier 1 Tier 2
Wan2FailoverWAN1 OPT1GW, Gathering data WAN? failover to WAN1
WANGW, Online
Tier 1
LoadBalancing WANGW, Online

Load Balancing

OPT1GW, Gathering data

6. m':t‘wﬂaaum':tvi’mummsamaaaaumwmm5uLma§LWamumy Stutus --> Dashboard a4
U

Traffic Graphs =]
RefreshInterval: 10 [+ | Seconds
Mote: changing this setting will increase CPU utiization
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